Primer ponarejenega elektronskega sporocila MasterCard

----- Forwarded Message ----

From: MasterCard SecureCode <pgtegz@accounts.nets
To: test@orange.fr

Sent: YWed, February 10, 2010 9:00:59 AM

Subject: * Notification from MasterCard SecureCode ***|
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Dear valued MasterCard customer,

N
Mast"é’i’ MasterCard.
er SecureCode

It has come to our attention that your MasterCard information needs to be reactivated as part of our continuing commitment
to protect your card and to reduce the instance of fraud.

Once you have reactivated your MasterCard records, your card service will not be interrupted and will continue as normal.
Your Case ID Number is: MC873319CC821
To reactivate your MasterCard click on the following link:

Please click here to verify your identity
Thank you.

Failure to verify your records will result in card suspension.

MasterCard will periodically send you information about site changes and enhancements.

Visit our Privacy Policy and User Agreement if you have any questions.
http://vwvwvemastercard.com



Primer ponarejenih spletnih strani MasterCard

Ekranska slika ponarejene MasterCard spletne strani, kjer mora imetnik kartice vnesti Stevilko (Case
ID), ki jo je prejel s ponarejenim elektronskim sporocilom.

fa MasterCard® | Case ID - Microsoft Internet Explorer provided by Nova janska banka d. =18 x|
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Address IG_'] http:/{99.158.9.81/mastercard]

Edit View Favorites Tools Help

Merchant About Us

MasterCard SecureCode®

» Mastercard has highly sophisticated fraud-screening solutions in place designed to flag suspicious account activity.

» We work closely with technology companies and merchants, constantly searching for ways to enhance these efforts.

Type your case ID number below and then click submit

Case ID Number:

s.com | About MasterCard | FAQs | Site Map
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Ekranska slika ponarejene MasterCard spletne strani, kjer mora imetnik vnesti osebne podatke:

A MasterCard® | Billing - Microsoft Internet Explorer provided by Nova Ljubljanska banka d.d. =8|
File Edit Yiew Favorites Tools Help ‘ o
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there dre some things money cant by,
Jor everything else there's MasterCard.

Personal Merchant About Us

MasterCard SecureCode®
» Confirm the address where you receive billing statements for your card.

» In order to verify your bank card number, the billing address must be the one displayed on your bank receipt.

Full Name: |

Address: |

Date of Birth: IMonth jf IDay ji |Yearj

Phone Number: |

City / Town: |

Zip / Postcode:

Country: |

Mother's Maiden Name: |

E-mail Address: |
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Ekranska slika ponarejene MasterCard spletne strani, kjer naj bi imetnik vnesel karti¢ne podatke:

’3 MasterCard® | Yalidat: rosoft Internet Explorer provided by Nova Ljubljanska banka d.d. =18 x|
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View  Favorites
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Address Ig:] http:{{99.158.9.81/mastercard|validate.php

Maste there are some things money can't buy,
Jor everything else there's MasterCard.

Tools Help

Personal i Merchant About Us

MasterCard SecureCode®

» Mastercard takes online security very seriously.

» If you are unable to provide adequate information for us to validate your identity, we have the right to terminate any service to which we have previously agreed.

Bank Name: [

Card Number: |
Expiration Date: Month »| /

Year ¥
Card Verification Number: ey

ATM Pin:
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Po kon&ani pridobitvi podatkov (po kliku na SUBMIT na zgornjem ekranu), vas povezava napoti na
originalno spletno stran MasterCarda — spoda;.
aMasterEard Site Map | Regions and Countries | MasterCard® - Microsoft Internet Explorer i y jublj =8|
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Personal Cards For Businesses For Merchants

MasterCard Site Map

Geographical Regions Europe North America

Africa Canada - English

Canada - French

aribbean English

an French About Our Cards - Credit Cards

Europe About Our C tandard C

Gift Cards

Europe - French
Middle East - English

About Our Car

h America
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South America

All Countries
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