HAL E-BANK MANUAL

QUALIFIED DIGITAL CERTIFICATE
ONE FOR ALL

(X[ bank

Hal E-Bank version: 20.X.X.01



Content of Manual

The manual consists of several content sections. The current section is highlighted on the
list. The manual's content sections are also available online at wwweng. halcom.si/support.

. PAYMENTS

CROSS-BORDER PAYMENTS AND OPERATIONS WITH FOREIGN CURRENCIES
REMOTE SIGNING

ADDRESS BOOK

. QUALIFIED DIGITAL CERTIFICATE ONE FOR ALL ]

9.

REVIEW OF BALANCE, TRANSACTIONS AND STATEMENTS

BANK NOTICES AND MESSAGES TO BANK

. ADDITIONAL TOOLS AND SETTINGS

FILE EXCHANGE

10. E-INVOICES

11. SEPA DIRECT DEBIT

12. SDD REFUSALS AND MANDATES


http://wwweng.halcom.si/support

(QUALFIEDDIGITALCERTIFICATEONEFORALL
Table of Contents

Basic Terms and Secure Use of Digital Certificate .......ccccieiiieiiiiiiiiiiiniiiiieiceienctessnsccsnnnses 4
Printout of Certificate of Identity and Exporting Digital Certificate.........cccoiiiiiiiiiiiiiiiiinnnnnnes 5
Renewal of Qualified Digital Certificate ONE FOR ALL ......ccceiiiiiiiiiiinniiiiiiiiiinnecencccesnnnnnsnans 8
When and How to Revoke Qualified Digital Certificate.......ccciiiiiiiieiiiiiiiiiiiniiiiiiiiiiinnneennecnns 9
Unblocking of Locked Qualified Digital Certificate.......ccciiiiieiiiiieiiiiiniieiinnieeienesconnsccsnnnnes 10
Unblocking Locked Digital Certificate with Nexus Personal Program .........cccoveiiiiiiiiiiiiiiiiieiniieeennneeenns 10
Unblocking of Locked Digital Certificate with Program for Unlocking UnblockPIN.exe .............coeveivinnenne. 12
Changing PIN COde.....uuiiiiiiiiiieeiiiiiiiiineeetteeessennassseeeesssnssssssessssssnsssssssssssssssssssssssnnnns 13
Changing PIN Code in EleCEroniC BanK .....eeueirtirtiiitiiit ittt eit e et et et eeeteenteenteanseenseeneeenneennennns 13
Changing PIN Code by Using Nexus Personal Program . .....ccceeeeiirtiiiiiiiiiiieieiieeieiieeeeneeesnseeesnseeennnaens 14
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Qualified digital certificate (QDC) is a holder’s identity card in electronic business. As we can entirely
trust identity cards issued by administrative units, we can also entirely trust qualified digital
certificates issued by a certificate authority. QDC are issued only by accredited certificate authorities,
which operate in accordance with the valid legislation and by prescribed official procedures.

Detailed technical explanation on issuing and using QDC can be found in the document entitled
Notification to users of qualified digital certificates, which is saved on the installation CD Halcom CA,
while in continuation we give a few tips for secure use of QDC.

SECURE ELECTRONIC OPERATIONS

Level of electronic operations security depends also on the carrier or media, on which QDC holder
holds its private key. Currently, the highest level of security is ensured by the so called secured media
(smart cards and USB smart keys), whose main advantage is that a private key never leaves a media,
as encrypting and digital signing takes place on the media itself.

The foundation for secure electronic operations is secure behavior of users, which includes
equipment of a computer with adequate anti-virus programs and regular updating of software.
Otherwise, security is dependent on respecting basic rules for secure handling of QDC and PIN code, as
follows:

» PIN code should always be kept separately from a qualified digital certificate; it should not be
written on visible places, accessible by everyone;

» It is recommended to regularly change a PIN code;

» Upon completing work with electronic bank, smart cards should not be kept in reader nor the
USB key in the USB port;

» Digital certificates should not be lent to others (in the same way you would not lend your
identity card, passport or bank card);

« In case of loss or abuse of digital certificate, the certificate will be immediately revoked.

You will receive your qualified digital certificate ONE FOR ALL by mail. The following day you will
also receive PIN and PUK codes for unlocking the locked digital certificate (see below). PUK code

should be kept in a secure place, as a locked digital certificate cannot be used any more without

PUK code.

With the qualified digital certificate ONE FOR ALL you can do business with all the banks using the
Hal E-Bank electronic bank. The same certificate can also be used to enter various e-portals (e.g.
eDAVKI, AJPES, eVEM...). You can find a list of all the banks and portals which you can enter by using
the digital certificate ONE FOR ALL on the web page


http://www.halcom.si/en/support/?action=showEntry&data=364
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A bank shall enable you to use the electronic bank only after you submit a signed certificate of

identity of your digital certificate (public part of digital certificate). You received a printed
certificate by mail together with your digital certificate.

DIGITAL CERTIFICATE PROOF OF POSSESSION

I hereby certify that the information from this digital certificate

readout is the information that connects me personally with the certificate
which will be used for digital signature and authentication in secure online
banking and e-commerce purposes.

DIGITAL SIGMATURE READOUT:
varsion: v3
Certificate serial number: 0533E DA
Signature algorithm: RSA-SHAL
Issuer:
Z=5I
O=Halcom
CM=Halcom Ca PO 2
valid from: Aug 18 08:12:1% 2009 GMT
valid to: aug 18 08:12:19 2012 GMT
Subject:
1.3.6.1.4.1.5930, 2, 2=#13083536303430323433
Email=testna.coszeba@halcaom. 51
1.3.6.1.4.1.59359.2.3=4#1308343333353331323¢
G=Tastna
s=0s5ebha
CH=Testna 0seha
CQ=HALZOM D, D.
Z=5I
Public key: 1024 (rsaEncryption)
3081 8907 8181 0089 43BF 6323 7F38C G06E ALSB2
20ED A7AT7 3DIE 3345 0712 0800 3501 232F 2AL0
FEDD B940 EOQAE 250D 5SA3C 1BZ23 FB4C ESHG Z2DESD
CH0E 3917 34D8 4019 4729 9788 D7VAG F844A AGBE
BESD 0810 690F Z26lE AEEBS B349 8900 3CCA 4404
2888 D190 S55FC FD1S 39C5 ABYF 995F FADE AFF4
SELG 2624 1CBC 2090 2388 ALSF6 5255 8859 4BLS
06BF 3794 4075 0CF9 5302 0301 0001
Thumbprint algorithm: SHa-1
Thumbprint: ASSS 35F4 6D1l% 7290 11EE F96C 833E 77AS D3ES <193

pate and time of readout generation: 15.12.2011 ob 14:13
Mame and surname of the signer and the signer tax number:

Certificate owner contact info:

Email address:

Telephone nr.:

Date: Signature:

Write your E-mail address and telephone number.

The certificate shall be equipped with the signature of digital certificate’s holder.

A W N =

operations, as soon as possible.

Send the certificate to the bank, at which you submitted the documentation for electronic

Write your name, surname, and a certificate holder’s personal tax number on the certificate.
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In case you need the identity certificate later on (for instance, you would like to conduct
business electronically with another bank using the same digital certificate), you can print the
identity certificate on your own by using the program for writing out and exporting digital
certificates (IzvozCertifikata.exe). You run it via the Hal E-Bank Personal/Corporate program.
By using this program, you can create identity certificate (to file ImePriimek.txt), while at the
same time you also export a public part of a digital certificate (to file ImePriimek.crt).

File  Wiew  Communication | Tools  Help
o | &' | | & | an Personal number (PIM) change al
- | Settings (Alt + O} [Pagled v prihad‘nosr}
- Smark card or USE key test 3 e
Exchange of smart card or USE key CerificshePrint usage: instructions f—
. Insest smastcard inbo reader or connect smart ISE key. 5. 2013 LI
Address book (AlE + &) ﬂ 2 Chick "Neat'!
Debtor identifiers Lo e sl ank: e AT O :
tart . " 'F' 4.%@&3Wnﬂmnm'ﬂm".ﬁﬂhminwm Q Cearch
Sum SO0 creditor identifiers EMQMHWI:;U” P
5D orders Database cleanup . Fronvide the certifizate fie srd signed cerdicats conent bo the sacurty barking I P I Stat
gﬂ' el Database backup serice provader (101 exsmple: the bank with electionic barking] EYIMEN. . atL
1 statistics Search (Ctrl + F)
gd  batches CUrrency canversion ha l
2 files Service programs Repair database [ Pogled v prihodnos r}
& foms Colleck system informs K —————
1% messages Delete client profiles  Please insert smait card into reader of connect smart USE key and click "Nest”.
Update bookmarks
Import bank directory LI
Update bank register
P————]
Account number conversion From BEAN to TBARN
Reimport of E-Forms
Import defaulk account data into address boak.
Impork MPI mandates data
Migrake E-Bank daka
Infa o Certificat vk
Database upgrade
4| | 2
lrzr) [Irn/E = |port.a Iriio trzic) Enter & (VEETE EIEEN Firit Clifizr.,, —
[Marked records Mot 0j0 [5um: - - [z3.08.2013 10023 W
1 In the Hal E-BankPersonal/Corporate 3 Enter a smart card into the reader or a key
program, you can run the program »Export into the USB port; to continue, click the
of certificate« by clicking the »Tools« tab Next button.

and then select »Service program«.

2 The instructions for exporting a digital
certificate will appear which you confirm by
clicking the Next button.

Continued on next page ...
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Certificate export x|

There are multiple certificates on your smart card o gmart USE key,

Do pou veant to export your old certificate or the renewed one?

Od | 4 iHenewed I

@53""‘3 as Xl CATE PROOF OF POSSESSION
X = : e information from this digital certificate
Save |n:| TESTHI PODATEI v| ] i 0 EEE Bn That connacts me personslly with the certifica
fgital stgnatwre and authentication in secure onl
= UFPOSES.
Marme = |v| Date modified |v| Type i,
HCCEPTED 13.12,2012 §:41 File Folder 21 rumbar: 0G5 56
BZB 21.6,2012 14:39 File: Folder thm: RS5A-5HAL
ERACLINI 6.12,2011 7146 File Folder
PPT §.12,2011 14:40 File Folder g OT:25:43 2012 GMT
' 07:25:42 2015
ZBS IS0 CT 9.2,2012 5:48 File: Folder rans =
driik@haloom. s
4 3
I I —I 2. T=#LB0B3536383439323433
File narme: IDariaBdenik.crl ( 5 !Save I . 2. 3=#LE0B3A33333533313236
pits (f'saincf{:tti:'-)
5 C | DUBY 4BBF 6323 738C GOGE ASEZ
ave az lpe:; I ifi = vI ANcE 3345 0712 OBO0 3501 232F 2455
4P Certificates [*.cr] ~F 250D 5A3C 1823 FE4C E556 20ED
— - Ap1G 4720 GTEE FB4A AGBE
@ CertificatePrink ﬂ 2616 AREE B34% ICCA 4494
FOlS 3RCH AL TEDE AFF4
09D 2358 ASFG 359 4805
Certificate successfuly exported ba fils. yohre f3hz oic
GOFD 2BAD E6BS 4066 267E 4406 03ZF FOFL 0393
eneration: 17.12.2002 ob 1459
Cloze sTgner and the igner Tax Ausbar:

[Certificate cener concact info;

Emall address:

Telephane nr. : @ o
pate: signature:

Name, surname, certificate holder’s
personal tax number, e-mail address and
telephone number must be added into
the certificate. The content of the
certificate of identity is saved in text
format to txt file (together with the .crt
file).

4 If you have an old and a renewed
certificate saved on your smart card or on
your USB key, select the one you want to
export.

5 A new window will open, where you can
specify the name and location where a
public part of the digital certificate will

be saved (file with the .crt ending).
Confirm the selection by clicking the Save
button.

Complete exporting of digital certificate
by clicking the Close button.

In the Notepad window, the certificate of
identity for a digital certificate is written.

Printed certificate of identity shall be
personally signed by a digital certificate
holder. Afterwards, it has to be sent as
soon as possible to the selected provider
of electronic services (bank).
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Prior to expiration of its validity, qualified digital certificates ONE FOR ALL can be simply renewed.
Renewal for the next three years is possible only once and with valid digital certificate.

1. If your e-mail address, stated in the documentation when ordering a digital certificate, is still
valid, Halcom CA informs you about the expiration of your qualified digital certificate validity
30 days prior to the actual expiration. The letter also includes short instructions for renewal,
which you can order at the web page

2. Upon payment of pro-forma invoice, which you receive upon ordering renewal, Halcom CA will
send you instructions for continuation of the renewal procedure.


http://www.halcom.si/en/products/digital-certificate/renewal/
http://www.halcom.si/en/products/digital-certificate/renewal/
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Revocation of certificate can be requested by a certificate holder, a representative or a procurator
of a legal entity at any time. However, the revocation must be requested in the following cases:

e When a legal entity or certificate holder changes some of the key data related to a
certificate (name or surname, name of legal entity, and employment);

e Lost or stolen digital certificate;

e When it is found out or suspected that disclosure of key for signing or abuse of
certificate had occurred.

HALCOM CA can revoke a certificate even without holder’s request in cases of changes of holder’s
key data or upon a request by a competent court, minor offense judge or an administrative body.

In order to revoke a digital certificate, a completed Request for revocation must be sent to Halcom
CA. The form can be found on the web page

Based on properly completed request for revocation,
Halcom CA will revoke a certificate and add it to the list of revoked digital certificates.


http://www.halcom.si/en/products/digital-certificate/revocation-of-digital-certificate/
http://www.halcom.si/en/products/digital-certificate/revocation-of-digital-certificate/
http://www.halcom-ca.si./
http://www.halcom-ca.si./
http://www.halcom-ca.si./
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After three consecutive entries of wrong PIN code (Personal Identification Number), a qualified
digital certificate locks itself. A locked digital certificate cannot be used until it is unblocked.

For unblocking a digital certificate, you need the PUK unlock code (Personal Unlock Key), which you
received by mail together with the PIN code, and the Nexus Personal or UnblockPIN.exe programs.

You installed Nexus Personal on your computer together with the electronic bank or with the program

for using a digital certificate. If the program is installed on your computer, you will see the icon C
in the bottom right corner on the taskbar. If you don’t have the program, you can help yourself with
the UnblockPIN.exe program, which can be downloaded from the web page

(see instructions on Page12).

B | j Wy Computer
- m.ﬂ.e’@ 10:47
x|
PIN Management
Elecinonec 1D [PIN eodet con ke mmanaged uiang this vwazad
Nexus Perional ‘1 - What is a PIN code?
T&HHm&pﬂd:ﬂshdﬂthﬂumﬁm
lirom unauthosized use, FIN codes should be kept
Froel
(3 Jtear | conen
-
1 Start the Nexus Personal program by 3 A warning will open, which you confirm

> by clicking the Next button.
double clicking the icon C on the y g

taskbar.

2 In the window which opens, click the
PIN icon. Continued on next page ...

-10-


http://www.halcom.si/en/support/?action=showEntry&data=337
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FIN Management
“ou can choose between changng or urblocking a PIM code. iou should cnly
unblock & PIH that hac been locked

Electronic 1D
AN

D s el By chhaange o unbiionck: the PIM code?

Selesct actan bo take

" Charga FIN

o 5 Yoo ]

e

Unblock PIM

The sbacironic derdily boken may o irto & kecked state § the PIN code has been
erieied ncomectly a rumbed of bmet. An unbiock code’, often ebened 1o &2 e
PUK code, i rieeded bo activale the slection: denbly lohen,

Electronic ID

FH1
Ender the PUK. ard your news PN Lo unilock.

Hagw FIN
Condiren e FIN

tEarJ{ﬁ_lErIEMh |  coea |

Wizare x|

d

Mexus Personal - PIN Manageme
The FIN Management Wizard 15 Complate

‘Yow have successhuly unblocked PINT on
Ellectionec 1D

Hobe: That old FIN k= not vabd sngmoee. and that

ahways when acoestng PINT on Electrore: 1D the
v FIN ghould be uped,

7

4

In the new window, select the unlocking
possibility (Unblock PIN).

Confirm by clicking the Next button.

In the first field, enter the PUK unlock
code, which you received by mail
together with the PIN code (6a). In the
bottom two fields, enter the new PIN
code, which should be comprised of 6 to
8 characters (6b).

Confirm the entry by clicking the Next
button (6c¢).

Ul

7 Confirm the message on successful
unblocking of the digital certificate by
clicking the Finish button; the
certificate is successfully unblocked.

WARNING

If you try to unblock a digital certificate with the
wrong PUK code for three consecutive times, a
digital certificate will be automatically destroyed.
You will have to order a new card or USB key.

-11-
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The program for unlocking (UnblockPIN.exe) is saved on the electronic bank installation CD, but it

can also be downloaded from the web page

File Download - Security Warn

Do pou want to run or save this file?

-

Mame: UnblodfIN.exe
Type:  Application, 32,0KB

From:  wewew.haloom-ca.si

®Em|sm|=

il Wil files from the Inben
ﬂ poberitislly haom pour cor

U of save this softveans

soltware?

Mame: UnblockPTN.exe
Publisher: Unknown Publisher

This Filz does not have a valid digital signat
should unl'srn.n stiftm From publichers v

9

The publisher could not be verified. Are you sure you want to run this

% | InL:Ier.k PIN co

PUE code:
Mew FiM;
Confurm nes PN |-

Sedect SC reader;
210

OMMIEEY Cacldar 3

Linblock PIN cod x|
M’ FIN successfully unblocked |

1 On the web page 8 characters (3b). Confirm the entry by
, start the clicking the Unblock button (3c).

program for unlocking a digital 4 Confirm the message on successful
certificate by clicking the Start button. unblocking of the digital certificate; the

2 Confirm starting of the program by certificate is successfully unblocked.
clicking the Start button.

3 In the first field, enter the PUK unlock
code, which you received by mail WARNING

together with the PIN code (3a). In the
bottom two fields, enter the new PIN
code, which should be comprised of 6 to

If you try to unblock a digital certificate with the
wrong PUK code for three consecutive times, a
digital certificate will be automatically destroyed.
You will have to order a new card or USB key

-12-
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PIN code can be changed in two ways; in electronic bank itself or by using the Nexus Personal

program.

File Wiew Communication |TDD|S Help

al number {PIN} change

| 7 | T | o3 | IDDmestic payments j

#|&)m ()

Settings (Al + O}

Service programs Question

— i l Smart card or USE ke test bﬂ“k' EEE?.?J?E?&&&?%BE j
L il \ ank Exchange of smart card or USE key TREE j ﬁ |D1.D1.EDDD ;I |28.DE.2013 LI
Debtor idertifiers
g"jr: 50D creditor identifiers & Search
Database cleanup -
I . e | Amount | Curre. .. | Fayment details | Statug |
] k0.0 =20000 EUR OB, JULM 2013 PREPARED
Search (Ctrl + F) k0.0 =20000 EUR OB, JULM 2013 PREPARED
T —— kD0 =20000 EUR OB, AWGUST 2013 PREPARED
=5.200,00 EUR OB, 5678 PREPARED

\g’) The program for changing smart card's or USB key's personal rumber (FIN code)) will terminate your work with E-bank,
‘Wiould you lke to conduct tha requined action aryway?

i || PREP&RED

Ll

i1 Personal number (PIN) ¢

"i‘i) Personal number (PIN code) changed successfully

Drizry

IR ki P G R

(a)a ]

|Change of personal number (PIN code)

|Markec| records Mo: 0/S ﬁ . T 7 T

B

1 On the toolbar, click the »Change
personal number (PIN code)« icon (1a),
or follow the menu selection Tools and
select the Personal number (PIN code)
change option (1b).

2 A warning will appear that the program
for changing personal number will stop
the work with electronic bank. Confirm
the warning and the electronic bank
program will close.

3 The window for changing PIN code will
open, where you enter the old PIN code
and the new PIN code twice. The new
PIN code should be comprised of 6 to 8
characters. Confirm the entry by
clicking the Confirm button.

4 The program reports on the successful
change of PIN code. Confirm the
notification by clicking the OK button.
Start the electronic bank and continue
working with the new PIN code.

-13-
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You installed the Nexus Personal program on your computer together with the software for using a
digital certificate or during the installation of the electronic bank. If the program is installed on your

computer, you will see the icon C in the bottom right corner on the taskbar.

MB | 4 My Computer
B QA1 ) =2 M 10:47
#Nexus Personal - ol x|
Elle View Token Help
gﬂmﬂ Huﬁ)
=
Electionic ID
FIN Management
PiM codes can be manesged usng the: wizand
Nexus P
|
What is a PIN code?
The PIN code piobects the slsctionic idenkly boken
froen unautihonzed upe. PIH codes should be kept
PRl
x|
FIN Management
fou can chiooes between changng of unblocking a PIN code. ou thould orig
unbdock & FIM that has been locked
Electronic 1D
FiN1
D oo il by chiange on unibiiock: e FIN code?
plasct sction o ek
 Lnblock PN
<Eu{ 5 !um: |  coxa |
1 Start the Nexus Personal program by 4 In the new window, select the change of
5 ersonal number (Change PIN).
double clicking the icon C on the 5 P N . k'( h 8 )
taskbar. Confirm by clicking the Next button.
2 In the window which opens, click the
PIN icon.

3 A warning will open, which you confirm
by clicking the Next button.

Continued on next page ...
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6

1M Manaogement Wizard

In the first field, enter the personal
number you are using (6a). In the
bottom two fields, enter the new PIN
code, which should be comprised of 6 to

8 characters (6b). Confirm the entry by
clicking the Next button (6c).

Confirm the message on successful
change of PIN code by clicking the
Finish button.

-15-



